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v' Malware-specific behavioral heuristics
v Sinkhole

v TOR Network

v Disguised executable file

v' Experimental

v Mining Pool

v Miscellaneous

v Path traversal

v Periodic heartbeat

v Port scan

v Web shells

v Adware

v' Bad Internet Neighbourhood
v’ BitTorrent tracker

v Cloud Storage Service

v’ File sharing

v’ File sharing Tool

v’ Instant Messaging

v Public Proxy

v Remote Administration
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v' Dynamic DNS domains

v Free hosting domains
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ZBIERET 2 HT® — Domain Parker

Domain Parker — 5 Infected device

Domain parkers are IP's which host expired domains.
Recurring connections to domain parkers can indicate
infection with malware.

Timestamp (GMT+0800)

Wed Dec 20 2017 15:45:44

Wed Dec 20 2017 15:21:16

Wed Dec 20 2017 15:20:29

Wed Dec 20 2017 14:45:10

Wed Dec 20 2017 14:32:04

Wed Dec 20 2017 14:32:04

Wed Dec 20 2017 14:29:54

Category

Domain Parker

Domain Parker

Domain Parker

Domain Parker

Domain Parker

Domain Parker

Domain Parker

Exporter IP address

=ffff:ac8:c8c8

=ffff:ac8:c8¢c8

ffff:ac8:c8c8

ffff:ac8:c8c8

ffff:ac8:c8c8

«ffff:ac8:c8c8

=ffff:ac8:c8c8

QDIC

Source MAC

84:78:ac:21:91:c1

84:78:ac:22:8d:c1

84:78:ac:22:8d:c1

84:78:ac:22:8d:c1

84:78:ac:22:8d:c1

84:78:ac:21:91:c1

84:78:ac:21:91:c1

it

RE4E5] Level 5

10.80.1.113 Domain Parker

172.16.121.171

10.80.199.122

10.80.142.46

10.80.80.56
Source IP Port  Destination IP Port Protocol Alert detail
10.80.1.113 3699 184.168.221.40 27433 TCP RSMIT - Expired Domain Parking IP
172.16.121.171 49548 5.39.99.50 80 TCP RSMIT - Expired Domain Parking IP
172.16.121.171 49540 204.11.56.48 80 TCP RSMIT - Expired Domain Parking IP
10.80.199.122 54152 50.63.202.91 80 TCP RSMIT - Expired Domain Parking IP

(=]
10.80.142.46 63683 185.53.179.8 443 TCP RSMIT - Expired Domain Parking IP E
10.80.142.46 63684 185.53.179.8 443 TCP RSMIT - Expired Domain Parking IP
10.80.80.56 52087 209.99.40.223 80 TCP RSMIT - Expired Domain Parking IP i
Cyberview
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DGA (Domain Fluxing) and Domain Parker

O fayttj.com =y ) C&C Server . . fayttj.com
flozqg.com ~— flozgqg.com
- xmzpzf.com /" = 2bngth0m — 1.2.34 — xmzpzf.com
Seed > sibtcg.com =y w Seed 2> "'ti{‘ sibtcg.com
.Z.fipohq.com .2.|:ipohq.com

DNS Server %

. Threat Actor
Infection 2bgcdhg.com

() Infection seeks a ‘Seed’ (e.g. cnn.com for date) Threat Actor seeks a ‘Seed’ (e.g. cnn.com for date)

® Seed is entered into DGA, generating pseudo-random
domains (e.g. 1000 domains)

Seed is entered into DGA, generating pseudo-random

domains (e.g. 1000 domains)
() Infection queries Domains, seeking one with an IP Threat actor registers one domain, with an IP

Infection connects to domain with an IP, threat actor
communicates with infection

O Infection connects to domain with an IP, communicates with
threat actor

() Cycle begins again Cycle begins again

Cyberview
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B EREY 7T @ — Sinkhole

Sinkhole — 4 Infected device RERHH| Level 1
10.80.153.128 Sinkhole
Malware is active on your client's system, but the controller 10.80.130.59
IP has been seized or diverted in order to disable the botnet. 10.80.148.63
The infected client still tries to connect to it and, therefore, a 10.80.239.10
breach and an infection occurred in the past.
Timestamp (GMT+0800) v TL Category Exporter IP address QDID Source MAC Source IP Port Destination IP Port Protocol Alert detail
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ZBIERET 72 HT® — Bad Internet Neighbourhood & Ming Pool

Bad Hood & Ming Pool — 3 Infected device

These IP-addresses are frequently used in targeted attacks, phishing/pharming
campaigns or as Botnet Controllers.
Cryptocurrencies are generated by users who offer their CPU or GPU power to

calculate complex algorithms

A mining pool occurs when multiple people combine computing resources to
produce cryptocurrencies. Malware writers are always looking for ways to make
money and illicitly using your computer to generate cryptocurrencies pays off. In
addition to malware, mining can also be done by personnel who uses resources for
personal benefit. An alert in this category should warrant further investigation.

Timestamp (GMT+0800)

Thu Dec 21 2017 10:15:21

Thu Dec 21 2017 09:51:10

Thu Dec 21 2017 09:31:59

Thu Dec 21 2017 09:00:02

Thu Dec 21 2017 08:59:59

Thu Dec 21 2017 08:44:09

Thu Dec 21 2017 07:57:40

Category

Bad Hood

Bad Hood

Bad Hood

Bad Hood

Bad Hood

Bad Hood

Bad Hood

Exporter IP address

=ffff:ac8:c8c8

=ffff:ac8:c8c8

«:ffff:ac8:c8c8

«ffff:ac8:c8c8

«ffff:ac8:c8c8

«ffff:ac8:c8c8

«ffff:ac8:c8c8

ODID

Source MAC

84:78:ac:22:8d:c1

84:78:ac:21:91:c1

84:78:ac:22:8d:c1

84:78:ac:21:91:c1

84:78:ac:21:91:c1

84:78:ac:22:8d:c1

84:78:ac:22:8d:c1

Source IP

172.16.36.19

172.16.142.28

172.16.36.19

172.16.134.108

172.16.134.108

172.16.36.19

172.16.36.19

i R4 Level 3

172.16.36.19 Bad Hood

172.16.142.28 Ming Pool

172.16.134.108

Port  Destination IP Port Protocol Alert detail

43110 49.4.20.230 8443 TCP RSMIT - Connection on Backdoor or Trojan Defau...
39526 49.4.20.230 8443 TCP RSMIT - Connection on Backdoor or Trojan Defau...
42676 49.4.20.230 8443 TCP RSMIT - Connection on Backdoor or Trojan Defau...
50014 49.4.20.230 8443 TCP RSMIT - Connection on Backdoor or Trojan Defau...
44125 49.4.20.52 8443 TCP RSMIT - Connection on Backdoor or Trojan Defau...
42608 49.4.20.230 8443 TCP RSMIT - Connection on Backdoor or Trojan Defau...
42590 49.4.20.230 8443 TCP RSMIT - Connection on Backdoor or Trojan Defau...
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ZBIERET 2T @ — TOR Network

TOR Network — 2 Infected device AR Level 1

172.16.126.71 TOR
The Tor Network is designed to offer anonymous Internet access to its users and can | 172.16.126.14
also be used to hide a Botnet Controller. Anonymous access could be a used as a
means to subvert company usage policy or even engage in illicit activity. Since
mid-2013, the Tor Network has been used by an increasing number of operators to
hide communications with Botnet Controllers. If not initiated by an employee, then
an infection is present within your network. An alert in this category should be
investigated at all times.

Timestamp (GMT+0800) v TL Category Exporter IP address oDID Source MAC Source IP Port  Destination IP Port Protocol Alert detail v
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RedSocks &= 1R

No recovery e-mail address has been set for your account.

ALERTS
Dashboard
History

Analysis

2 Alert Dashboard - Latest Alerts

Flows analyzed: 20480030

-f

Thu3H 1201814:2807 TL M =ffff:ac8:c8¢c8 84:b8:02:c7:4a:bf 192.168.12.15 3392 203.104.150.2 443  TCP RSMIT - Line Messenger
3
Thu 35 12018 14:28:05 L Geofence :ffff:ac8:c8¢8 00:15:5d:08:09:05 192.168.10.245 61378 202.102.128.69 53 uDP location: China (CN); Asia (AS), registered: China (CN)
Thu3H 12018 14:28:02 TL Geofence :ffff:ac8:c8¢8 00:15:5d:08:09:05 192.168.10.245 60573 210.68.80.1 53 uDP location: China (CN); Asia (AS), registered: Taiwan (TW)
u3H 1201814:28:000 TL  Sinkhole :ffff:ac8:c8c8 00:15:5d:09:ba:00 192.168.8.245 2450 1.1.1.1 135  TCP RSMIT - Google Malware Sinkhole - Occassionally causes FP's due to
o misconfigured devices
Thu3H 12018 14:27:57 TL Geofence :ffff:ac8:c8¢8 88:5a:92:64:9f:c0  192.168.20.206 22 185.165.31.79 44497 TCP location: Iran (IR); Asia (AS), registered: Iran (IR)
kX
Thu3H 12018 14:27:56 TL IM «ffff:ac8:c8c8 bc:ae:c5:23:e6:31 192.168.11.118 62202 203.104.153.7 443  TCP RSMIT - Line Messenger
3
Thu38 12018 14:27:50 TL Geofence :ffff:ac8:c8c8 00:15:5d:08:p9:05 192.168.10.245 61070 218.30.26.70 53 UDP location: China (CN); Asia (AS), registered: China (CN)
Thu34 12018 14:27:49 TL Geofence :ffff:ac8:c8c8 00:15:5d:08:09:05 192.168.10.245 60456 119.188.67.105 53 UDP location: China (CN); Asia (AS), registered: China (CN)
Thu3H 12018 14:27:48 TL Geofence :ffff:ac8:c8¢8 00:15:5d:09:ba:00 192.168.8.245 63797 220.181.126.35 53 uDP location: China (CN); Asia (AS), registered: China (CN)
Thu3H 12018 14:27:45 TL Geofence :ffff:ac8:c8¢8 00:15:5d:09:ba:00 192.168.8.245 56686 111.206.53.6 53 uDP location: China (CN); Asia (AS), registered: China (CN)
« First «Previous  Page 32 of 19612 Last »

Next »
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RedSocks | ot © -ERNSEMMBERFE

No recovery e-mail address has been set for your account.

L Alert Analysis
ALERTS 192.168.16.107 ffff:acB:c8c8 1 | s2 0 : 20 | ©

Dashboard 192.168.16.119 :ffff:ac8:c8c8 — 54

History 192.168.9.209 =ffff:ac8:c8c8 1 —_— 295

I Analysis 192,168.11.118 «ffff:ac8:c8c8 1 - 1
192.168.10.216 «ffff:ac8:c8¢8 1 — 67
192.168.17.164 «ffff:ac8:c8c8 1 — 1613 |
192.168.10.215 ««ffff:ac8:c8c8 1 161
192.168.13.141 ffff:ac8:c8¢8 1 33 ] o 0
192.168.14.140 =ffff:ac8:c8¢8 1 — | 98 0
192.168.17.109 :ffff.ac8:c8¢8 1 23 | o 571
192.168.9.105 «ffff:ac8:c8¢8 1 B 6031
192.168.40.52 «ffff:ac8:c8c8 1 —_— 224
192.168.18.102 ««ffff:ac8:c8c8 1 —_— 4
192.168.12.15 «ffff:ac8:c8c8 1 B — 39
192.168.14.248 «ffff:ac8:c8c8 1 R 63 0
192.168.13.125 ««ffff.ac8:c8c8 1 20 0 2

Cyberview
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RedSocks

B @ - CACE
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No recovery e-mail address has been set for your account.

ALERTS
Dashboard
History

Analysis

L Alert Analysis

192.168.10.203

I 192.168.16.107 c1

192.168.16.119 2
192.168.9.209  mi:
192.168.11.118 el
192.168.10.216
192.168.17.164  b2(
192.168.10.215
192.168.13.141 3.
192.168.14.140  d1:
192.168.17.109
192.168.9.105
192.168.40.52  e3:
192.168.18.102  ps-
192.168.12.15 31

192.168.14.248  d1.
elt

192.168.13.125 all
192.168.40.125 17

192.168.20.206

=ffff:ac8:c8¢c8

=ffff:ac8:c8¢c8

ffff:ac8:c8c8

ffff:ac8:c8c8

=ffff:ac8:c8c8

=ffff:ac8:c8c8

«ffff:ac8:c8c8

«ffff:ac8:c8c8

«ffff:ac8:c8¢8

=ffff:ac8:c8c8

=ffff:ac8:c8¢c8

=ffff:ac8:c8¢c8

ffff:ac8:c8¢8

=ffff:ac8:c8c8

=ffff:ac8:c8c8

=ffff:ac8:c8c8

=ffff:ac8:c8c8

=ffff:ac8:c8c8

ffff:ac8:c8c8

20

N eI =

0

4 Back

Source IP

192.168.16.107

Exporter IP

«ffff:ac8:c8c8

ODID

1

Dismiss Existing Alerts
From This Source

Y Threatlevel Al

tatus Time Dest 3¢ T
@ Tue25 272018 160.153.47.192 URL )
11:32:36 blacklist (1)
@ Tue25 272018 160.153.47.192 URL |
08:52:56 blacklist @)
@ Mon25 262018 160.153.47.192 URL g
17:42:08 blacklist (1]
@ Mon25 262018 160.153.47.192 URL )
17:24:36 blacklist (@)
@ Mon2H 262018 160.153.47.192 URL L
17:05:54 blacklist (1]
@ Mon25 262018 160.153.47.192 URL L
16:42:20 blacklist (1]
@ Mon25 262018 160.153.47.192 URL T
16:27:09 blacklist (1)
@ Mon25 262018 160.153.47.192 URL g
16:09:38 blacklist
@ Mon25 262018 160.153.47.192 URL g
15:52:25 blacklist
@ Mon2H 262018 160.153.47.192 URL o
15:33:30 blacklist (@)
« First < Previous Page 1 of 9 Next > Last »
Cyberview
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RedSocksE & 74T @ - |

No recovery e-mail address has been set for your account.

LY Alert Analysis

ALERTS
Dashboard bt
History
: Source IP

Analysis 192.168.16.107
Exporter IP
.ffff:ac8:c8c8
ODID
1

Dismiss Existing Alerts
From This Source

Y Threatlevel All

® & & & & & ©®© ©®© ©® ®

« First

Tue 2H 27 2018
11:32:36

Tue 28 27 2018
08:52:56

Mon 25 26 2018
17:42:08

Mon 25 26 2018
17:24:36

Mon 25 26 2018
17:05:54

Mon 25 26 2018
16:42:20

Mon 25 26 2018
16:27:09

Mon 25 26 2018
16:09:38

Mon 25 26 2018
15:52:25

Mon 25 26 2018
15:33:30

< Previous

(52 | =

160.153.47.192
160.153.47.192
160.153.47.192
160.153.47.192
160.153.47.192
160.153.47.192
160.153.47.192
160.153.47.192
160.153.47.192

160.153.47.192

Page 1 of 9

URL
blacklist

URL
blacklist

URL
blacklist

URL
blacklist

URL
blacklist

URL
blacklist

URL
blacklist

URL
blacklist

URL
blacklist

URL
blacklist

Next >

Last »

TL

TL

TL

Alert Details

Description: RSMIT - Blocker Ransom Trojan URL Request - hxxp://timesharesgroup.com/wp-

admin/includes/class-wip.txt
Time: 2018-02-27 11:32:36 (CST)
Category: URL blacklist

Threat level: 1

Protocol: TCP

Data Source

Exporter IP address: ::ffff:ac8:c8¢8
Observation domain ID: 1

Source

IP address: 192.168.16.107 (c11 M com.tw)
MAC address: 84:b8:02:c7:4a:bf (Cisco)
Port: 3869

Destination

IP address: 160.153.47.192 (ip-160-153-47-192.ip.secureserver.net)
Port: 80

Copy to clipboard Show flow data Look up destination at VirusTotal

Whitelist similar alerts

Cyberview
NiRER




RedSocks

No recovery e-mail address has been set for your account.

ALERTS
Dashboard
History

Analysis

L Alert Analysis

\

4 Back

Source IP

192.168.16.107

Exporter IP
«ffff:ac8:c8¢c8
ODID

1

Dismiss Existing Alerts
From This Source

S ®©& & ®©& & ®©& & ®© ©®© ©®

Y Threatlevel Al

Tue 25 272018
11:32:36

Tue 25 27 2018
08:52:56

Mon 25 26 2018
17:42:08

Mon 25 26 2018
17:24:36

Mon 25 26 2018
17:.05:54

Mon 25 26 2018
16:42:20

Mon 25 26 2018
16:27:09

Mon 2H 26 2018
16:09:38

Mon 25 26 2018
15:52:25

Mon 2H 26 2018
15:33:30

« First < Previous

160.153.47.192

160.153.47.192

160.153.47.192

160.153.47.192

160.153.47.192

160.153.47.192

160.153.47.192

160.153.47.192

160.153.47.192

160.153.47.192

URL
blacklist

URL
blacklist

URL
blacklist

URL
blacklist

URL
blacklist

URL
blacklist

URL
blacklist

URL
blacklist

URL
blacklist

URL
blacklist

Page10f9  Next>

Last »

o-

TL

o

TL

TL

TL

o7 @

TL

o

TL

Q-

Show alert details

11:32:36 192.168.16.107 3869 160.153.47.192

11:32:35 192.168.16.107 62087 172.217.24.14

11:32:30 192.168.16.107 3867 172.217.160.74

11:32:30 192.168.16.107 49732 172.217.160.74

11:32:30 192.168.16.107 49731 172.217.160.98

11:32:28 192.168.16.107 64793 216.58.200.34

11:32:28 192.168.16.107 64792 172.217.24.4

11:29:53 192.168.16.107 3696 219.80.60.208

11:27:40 192.168.16.107 55285 172.217.24.3

11:26:34 192.168.16.107 3823 219.80.60.208

11:23:26 192.168.16.107 3767 172.217.24.10

11:21:26 192.168.16.107 3767 172.217.24.10

443

443

443

443

443

443

1352

443

1352

443

443

TCP

ubpP

TCP

ubp

ubpP

ubpP

UDP

TCcP

ubp

TCP

TCcP

TCP

.APRSF

AP.S.

AP...

.AP.SF

ARF

12

1.0 timeshare
KB

5.0
KB

547.0 www.goog|

3.0
KB

3.0
KB

2.0
KB

2.0
KB
96.0
51.0
538.0

280.0

40.0

[=]

Cyberview
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RedSocks

No recovery e-mail address has been set for your account.

ALERTS
Dashboard
History

Analysis

LY Alert Analysis

] == |
J5E M

S F 2 [E]

4 Back

Source IP

192.168.16.107

Exporter IP
«ffff:ac8:c8c8
ODID

1

Dismiss Existing Alerts
From This Source

Y Threatlevel Al

® ®& & ®© ®© ©®© © ®© © ®

« First

Tue 25 27 2018
11:32:36

Tue 25 27 2018
08:52:56

Mon 25 26 2018
17:42:08

Mon 25 26 2018
17:24:36

Mon 25 26 2018
17:05:54

Mon 2H 26 2018
16:42:20

Mon 25 26 2018
16:27:09

Mon 25 26 2018
16:09:38

Mon 25 26 2018
15:52:25

Mon 2H 26 2018
15:33:30

< Previous

N

Show alert details

l160.153.47.192 URL L
blacklist
f160.153.47.192 URL L
blacklist (1)
f160.153.47.192 URL yt
blackist @
[160.153.47.192 URL TL
blacklist (1)
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One more thing...
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