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1. 2021 F B MNETAHRS

https.//www.av-comparatives.orq/tests/business-security-test-2021-august-november/#featurelist
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OFFLINE ONLINE ONLINE False
Detection Rate Detection Rate Protection Rate Alarms

Avast 94.2% 99.5% 99.98% 10

AVG 94.2% 99.5% 99.98% 10
Avira 96.0% 98.7% 99.96% 1

| Bitdefender 97.8% 97.8% 99.99% 8 |

ESET 96.1% 96.1% 99.77% 0

G DATA 98.6% 98.6% 99.99% 59

K7 94.6% 94.6% 99.85% 25
Kaspersky 78.0% 95.4% 99.98% 2
Malwarebytes 77.3% 93.3% 99.75% 7
McAfee 75.7% 99.3% 99.97% 3
Microsoft 60.3% 98.8% 99.96% 5
NortonLifeLock 79.9% 99.6% 100% 4

Panda 40.6% 87.2% 100% 96
TotalAV 95.9% 98.5% 99.93% 1
Total Defense 97.8% 97.8% 99.98% 8
Trend Micro 36.1% 87.5% 98.61% 9
VIPRE 97.8% 97.8% 99.98% 9

[Gmantves  Latest Tests Test Results Test Methods Test Charts

Total Online Protection Rates (clustered in groups):

Please consider also the false alarm rates when looking at the protection rates below.

Protection Rate

Blocked User dependent Compromised [Blocked % + (User dependent % / 2)] Cluster
NortonLifeLock 10040 - - 100% 1
Panda 10040 - - 100% 1
Bitdefender 10039 - 1 99.99% 1
G Data 10039 - 1 99.99% 1
Avast 10038 - 2 99.98% 1
AVG 10038 - 2 99.98% 1
Kaspersky 10038 - 2 99.98% 1
Total Defense 10038 - 2 99.98% 1
VIPRE 10038 - 2 99.98% 1
McAfee 10037 - 3 99.97% 1
Avira 10036 - 4 99.96% 1
Microsoft 10036 - 4 99.96% 1
TotalAV 10033 - 7 99.93% 1


https://www.av-comparatives.org/tests/business-security-test-2021-august-november/
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2. 2021FEndpoint Prevention and Respomd(EPR) Total Cost
of Ownership(TCO) &ELL :

https.//www.av-comparatives.orq/reports/endpoint-prevention-response-epr-test-2021
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3. MITRE ATT&CKAvzFA :

https.//businessinsights.bitdefender.com/mitre-engenuity-attck-evaluations-reduce-cybersecurity-
operational-cost?hslang=en-us
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The chart illustrates how selected EDR solutions perform when evaluated from the analytic detections per total
number of detections. Source data (JSON): https://attackevals.mitre-engenuity.org/enterprise/participants/

https.//businessinsights.bitdefender.com/mitre-attack-evaluation-results

HR - 7£2021F5FH - Bitdefendertt 25572 - 100%HZMITRE ATT&CKRISE 4
DHTRIEDRA E -

Complete MITRE ATT&CK Coverage

for mid-sized organisations & MSPs

Bitdefender 100%
Sentinel One 95%

Trend Micro 89%

CrowdsStrike 79%

Symantec 74%

McAfee 68%

Microsoft 68%

Kaspersky 53%

Bitdefender reaches 100% coverage after completing all 19 attack chain steps defined in the MITRE ATT&CK round 2 evaluation of APT29. Apr 2020

This chart analyzes coverage of techniques, tactis and general detection, the most relevant ones for mid-sized organisations and MSPs, that are looking for processed EDR data.
For more info: hitp mitre.org/APT

MITRE | ATT&CK'



https://businessinsights.bitdefender.com/mitre-engenuity-attck-evaluations-reduce-cybersecurity-operational-cost?hsLang=en-us
https://businessinsights.bitdefender.com/mitre-attack-evaluation-results
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Bltdefendgp, ¥ UNDERTHESIGN OF THE WOLF

Founded 2001, Romania
Number of employees 1800+

Headquarters
Enterprise HQ — Santa Clara, CA, United States
Technology HQ — Bucharest, Romania

WORLDWIDE OFFICES
USA & Canada: Ft. Lauderdale, FL | Santa Clara, CA | San Antonio, TX |

Toronto, CA

Europe: Copenhagen, DENMARK | Paris, FRANCE | Miinchen, GERMANY
| Milan, ITALY | Bucharest, lasi, Cluj, Timisoara, ROMANIA | Barcelona,
SPAIN | Dubai, UAE | London, UK | Hague, NETHERLANDS

Australia: Sydney, Melbourne



https://www.facebook.com/Cyberview2005/
https://www.youtube.com/channel/UCFpYkj6GaEnGoTNslRf9oUg/
https://www.cyberview.com.tw/



