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~ Harden the Digital Vault Server operating system

The Digital Vault Server operating system must be hardened to the
configuration and patch level supplied by CyberArk.

The Digital Vault application installation includes hardening of the
operating system based on the Microsoft Security Compliance Manager
(SCM) server hardening recommendations. During application installation,
the operating system is further hardened with configurations to meet the
specific needs of the Digital Vault software.

Because the Digital Vault Server is configured to serve only CyberArk
protocol requests, the hardening process deactivates many operating
system services that are not reguired for the operation of the Digital Vault
application. As such, it will not function as a regular domain member in a
Windows network.
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Harden the CPM and PVWA Servers

This section describes automatic and manual procedures for hardening Cyberark's
CPM and PVYWA servers. These procedures were tested and reviewed by CyberArk's
Research and Development department and CyberArk's Security Team. The

automatic procedure and the manual procedure complement each other and,
therefore, both must be applied.

When the CPM and PVWA server environments are part of Active Directory domain
('In Domain'), the automatic hardening procedure is based on a prepared GPO
(Group Policy Object) file. However, when the CPM and PVWA server environments

are not a part of Active Directory domain ('Out of Domain'), it is based on an INF file.

This section describes how to harden CyberArk's CPM and PVYWA servers that are
installed on Windows 2012R2 and Windows 2016 Servers in 'In Domain’

deployments as well as in "Out of Domain' deployments.

RSB ELITEIL
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/11.2/en/Content/Security/CyberArk-DV-Server-

Security-Standards-Requirements.htm
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Various enterprise solutions may conflict with the CyberArk Digital Vault
Security Standard and customers might inadvertently create risk by not
conforming to the standard.

> Anti-virus software on the Digital Vault Server
> Monitoring software on the Digital Vault Server
» Backup and recovery software on the Digital Vault Server.

~ Microsoft updates and patches to be applied monthly

As a standard practice, many organizations requires Windows servers to be

patched on a monthly basis.

Every Microsoft patch for relevant operating systems is reviewed by the
CyberArk Security Team. When a patch is deemed necessary, CyberArk
notifies customers, and the CyberArk Support Team is available to assist.
With the greatly reduced attack surface of a standard-conforming Digital
Vault Server, a vast majority of patches released are not required.

AFHEMBZE LTI
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/11.2/en/Content/Security/Standards-

Handling%20Exceptions.htm
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REQUEST & DEMOD

LATEST SECURITY BULLETINS

Far morg detalls on our security bulledns, please our technical communicy.
DATE ]

May 12, 2020 CAZ0-11
April 16, 2020 CAZ0-10
April 16, 2020 CASHIE
March 19, 2020 CAZ0-08
March 10, 2020 CAR-OT
February 20, 2020 CAZ0-DE
February 20, 2020 CAZHDS
Fehruary 20, 2020 CAR-D4
February 4, 2020 CAZ-03
January 15, 2020 CAZ0-D2

LOGIN OR JOIN OUR TECHNICAL COMMUNITY

HAENBE2ELIT L  https://www.cyberark.com/product-security/
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