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We provide: end-to-end breach avoidance

Bl :

i s BB SORNELHRIEREA sensor#d i
RO $5 Al B 38 A 8] Bitdefender$ i

B hEERE

3 Bitdefender:
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GRAVITYZONE™
THE SECURITY PLATFORM FOR
END-TO-END BREACH AVOIDANCE

% O] UL R RY I ZER ‘E“ﬂbjil

2018 & 2019 AV comparatives A1IEE =77 ISP - EF #1 HE 3
Bitdefender
¢ Trend Micro McAfee Kaspersky ESET Sophos Microsoft CrowdStrike

-
3 3 3
|

‘ 75%

Bitdefender- m BASED ON ENTERPRISE AV COMPARATIVES RESULTS FROM JAN 2018 UP TO SEP 2019
naerenaer (REAL-WORLD PROTECTION, PERFORMANCE & MALWARE PROTECTION TESTS).
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GravityZone Ultra product

5’5’}%/7/4 dvanced+E 57 /%4E FORRESTER

3 7
e )

WAVE

LEADER 2019

By \ i /

RECOMMENDED
CE?&EE,D Leader in the inaugural Forrester® WAVE
015 ™ for Cloud Workload Security
AV-Comparatives o ”Rece/'v?d a score of 100% for evasions.
PE[E BB A G No false positives” NSS Labs

100% 14515

-
~ ote

AWARD

BEST PROTECTION
Bitdefender
Endpoint Security (Ultra)

Strong Performerin Forrester® WAVE for 5/5”
FEAFEREER" AV-Test Enterprise Detection and Response WEAK NE}?SES;/ None that we
ound.
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GRAVITYZONE™
THE SECURITY PLATFORM FOR
END-TO-END BREACH AVOIDANCE

PARTNERED & PROTECTING KEY
ORGANIZATIONS WORLDWIDE

TRUSTED BY Menr U 1

ENTERPRISES AND LAW P © snn pra—
ENFORCEMENT AGENCIES o ‘ IX
SPEEDWAYMOTOIGPORTS’[N C" PARTNER
@ Citrix Ready
& YAMAHA Honeywell

RS 1IN

PARTNERING AGAINST CYBER

RELIED ON o
in key technology 1 Pivotal
partnerships R i
FBI Department of Justice _AND SECURITY PREMIER
Bitdefender- ——
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GRAVITYZONE™
THE SECURITY PLATFORM FOR
END-TO-END BREACH AVOIDANCE

Complete MITRE ATT&CK Coverage

for mid-sized organisations & MSPs

TRUSTED BY
100%

W HEMITRE ATP29I B2 5% , :
Apr 2020 Sentinel One 05%

Trend Micro 89%
CrowdStrike 79%

Symatec 74%

McAfee 68%

Microsoft 68%

Kaspersky  53%

Bitdefender reaches 100% coverage after completing all 19 attack chain steps defined in the MITRE ATT&CK round 2 evaluation of APT29. Apr 2020
This chart analyzes coverage of techniques, tactis and general detection, the most relevant ones for mid-sized oraanisations and MSPs, that are looking for processed EDR data.
For more info; hitps:/attackevals.mitre. org/APT29/results/bitdefender/

MITRE | ATT&CK'

Bitdefender- ——
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OEM Technology Partnerships

Bitdefender

For Home v For Business v For Partners v Company v Labs

OEM Technology Partnerships

Proven by Countless Awards.
Trusted by Hundreds of Technology partne

For the past 18 years, our team has been creating award-winning technolog

you can now easily integrate in your own products or services.

Surprise your customers and leave your competition behind with our top-of
security solutions!

ERIHR : https://www.bitdefender.com/oem/technology-partnerships.html

Bitdefender:

@ Support ® My Account

IKONICA MINOLTA

Since its establishment in 1873, Konica Minolta
has been expanding its business in various fields
including office equipment, optical systems for
industrial use, and diagnostic imaging system.

Headquartered in Seattle, WatchGuard is a global
leader in network security, secure Wi-Fi, and
network intelligence products and services for
SMBs and Distributed Enterprises worldwide.

) TitanHQ

TitanHQ is a 25-year old, multi award-winning web
filtering, email filtering and email archiving SaaS
vendor. TitanHQ protects over 7,500 businesses

and works daily with over 1,500 MSP's.

GFI Software

GF!I develops right-sized, smartly engineered IT
solutions, enabling IT administrators to efficiently
discover, manage and secure their business
networks, systems, applications and

communications wherever they exist.

JUNIPEL

Leading the revolution in networking, since being
founded nearly 20 years ago, Juniper’s sole

mission has been to create innovative products and

solutions that meet the growing demands of the
connected world

NETGEAR

NETGEAR is a global networking company
delivering innovative products to consumers,
businesses and service providers, consisting of

wired and wireless devices that enable networking,

broadband access and network connectivity.

adaptivemobie

AdaptiveMobile Security is the world leader in
cyber-telecoms security, powered by its core
expertise and foundation in security with a unique
focus on real-time mobile network enforcement.

< KERIO

Part of the GFI Software family, Kerio provides
award-winning email, UTM/firewall, VoIP, and
collaboration solutions to more than 60,000

businesses and millions of users globally.

Q)7

FireEye is the leader in intelligence-led security-as-
a-service. It offers a single platform that blends
innovative security technologies, nation-state grade
threat intelligence, and world-renowned Mandiant®
consulting

Acronis

Founded 2003, Acronis sets the standard for cyber
protection through its innovative backup, anti-
ransomware, disaster recovery, storage, and
enterprise file sync and share solutions.

LogMe(®

LogMeln simplifies how people connect with each
other and the world around them to drive
meaningful interactions, deepen relationships, and
create better outcomes for individuals and
businesses

endian

Endian is a leading security manufacturer in the
field of Industry 4.0. The product range extends
from security solutions for SMBs over hotspot
management to solutions for industrial production
plants.
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THE SECURITY PLATFORM FOR
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‘B’ Bitdefender GravityZone X -+
< C @ cloud.gravityzone.bitdefender.com _ W @ mEH @
S @© Google T B{HE (1) -dsniel.. @ SecureFile Excha.. [ newproduct [§] Default Password.. [§ macrojavascriptd.. @ www.mobileOl.co.. [+ Dashboard - ANY... SecurityWizardry... @ Data Diode Buyin... 1. Advanced Confi.. [ Bitdefender EDR 5 video 5G R
ch }7e (== % ftdefender
;I 1& X = E:,f,’fzte @ AddPotiet ( Refrosh Porticts Woicomo, Daniol Pano EEE.  © §f @ A

Dashboard ~ ) v

lnchdests Computers - Update Status G D X
/— =4 i Ej-g — - Blocxlist
OJTERETNAS

Search

S22 drill down

HEEEWR

Tasks

Risk Management

B Pending restart
B Updated
B Outdated

Offline for more than 24h

Secunty Risks

Companies View
Policies

Assignment Rules
Reports

Quarantine

Companies

Accounts

E < 8 e

_ Update T 3 3 2
Sandbox Analyzer S S S

User Activity

0
)
2020-08-31

Email Security Outdated: 1 CAURALD = Uiaywoit  —= QUSLIAWALS 1SS ik IEmUIR Uenn - nansuimWare —e Targsted attack

Configuration
Update

EDR - Incidents Status o 2 X EDR - Incidents Activity G @ X

Bitdefender- —
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findnwe 10 Hama
: i
:l > Scan for I0C
il —
= Assign Policy Patch Scan
B Assign Security Servers Patch Install
| @ TING: Synchronize with Amazon EC2|  Exchange Scan
_ TONY  Go to container Install
| m/ vzcré Mark as Golden Image Repair client
B wINN]  Unmark as Golden Image Upgrade client
Recovery manager Uninstall client
Delete Update client
Reconfigure Client
Restart machine
Network Discovery
Update Security Server
Infrastructure: Computers and Groups
Group: Endpoint
Qtata- Nnlina




Search (?) Gat Started

registry.key: HKEY_LOCAL_MACHINE\SOFTWAREWicrascftiPriumj AND registry.value: DataPath AND registry.cperation: WRITE OR registry.opertion: READ ' @

Favorite Searches 033un 2020 03:02:00t0 01 Sen 2002359:59  +  Cyberview_local .

GET STARTED WITH YOUR INVESTIGATION

The search Is intended lo help you through the analysis of incident deta, coliected in the GravityZone security events
repository during the last 80 days.You can use the predefinad search oplions below, or enter your own query to find out detalls
about incidents. To learn more about GravityZone query languags, check the Syntax Help.

| PROCESS
: @ Investigate unusual cmd.exe spawning by other processes.

MALWARE DETECTIONS
@ Pracesses whose names are confusingly similar to those of critical sysiem procasses are likely to be malicious
(&) 1dentiy detectes expios that are patentaly stl acive on encpoins.

| FLE

(@ idertt payload msqueradng e a qiimate Windows Sysiem Binay. MITRE TECHNIQUES
(& Searchfor ebluscated fles or information using ATT&CK TTPID.
7 NETWORK (& search for races of credenial dumping using ATTACK technique naming.
(&) Check for suspicious Remote Deskicp Protocol (RDP) connectons
SUSPICIOUS ACTIVITY

REGISTRY (&) 1dentiy instances of unring command shells, which may indicate threat actot actiy.

(&) Search for Possible Remote Access Tool (RAT) actty.

23 Aug 2020, 00:02:55 Event name: Event description:
CV-ACCTSRV RemoteDesktopConnection New connection has been established on the remote desktop port.
First Page + Ml 1 'd" - mwm[wu v] 1723 items.
m—— maa 2 TETLEE X Viva o e amm

AR




Security Risks S

i Old User Password
Misconfigurations App Vulnerahilities Human Risks Devices Users

' ’ Severity © Low (20%)
‘) nora
. Vulnerable Users L]

Human Risks Severity Vulnerable Users Mitigation Type Risk Status Active
i Sea'm v Choose... v Choose... | DETALS
- Verifies if the user has not changed the login password for the account (local
| Oid User Password o Low (20%) 18 Manual or domain) for mere than 30 days.

MITIGATIONS / USER ACTIONS

Change the legin password for the local / domain account at least every 30
days.

Igrore Risk ’ [ View Users
MAKAYLAZ @ Hiah (86%) 95 0 Work:
Secure logon K
VOTIR0148 @ High (86%) 83 0 Senve
UAC insecure +
WS2016 @ High (86%) 85 0 Serve
Store Domain Credentials +
SAM @ High (86%) 94 0 Work:
5 Incariira muiact lnmnan -~
16items FRSTPAGE < | 1| oft > LasTPAGE | Show | '

AR




£} General t Settings

# Antimzlware g

Protection level Ruleset, known files and allow v
— |ﬂ-| EE At @ Sandbox Analyzer 3 Create aggressive rules
4:§ b E zz Ib Hb & Firewall - Create rules for applications blocked by IDS
Ganeral Monitor process changes
Ignore signed processes
Settings

0 B
AR ER
B)\j X H% &I D S < Patch Management Priority Name Rule type rk J Permissi

Network Protection t (®) Acd (X Up (=) Down (T) Exvort | &) Import (=)

()

4 . - .
1 Device Control + : Incoming ICMP Application Home / Office,... ICMP Allow
2 Incoming ICMPY6 Application Home / Office,.. IPv6-ICMP Allow
) Relay 3
3 Incoming Remate Desktep Connections Connection Home / Office,... TCP Allow
3 Exchange Protection  +
4 Sending Emails Connection Home / Office,.. TCP Allow
© Encryption
5 Web Browsing HTTP Application Home / Office,.. TCP Allow
(& Incidents Sensor .
6 Netwaerk Printing Application Home / Office,... Any Deny
== Storage Protection - 7 Windows Explorer Traffic on FTP Application Home / Office, .. TCP Deny
% Risk Management 8 Windows Explorer Traffic on HTTP Application Home / Office,... TCP Deny
Photos/Videos: Allon v Banks: Alow v
Social Networks: Allow . Business: Alow v
Online Dating: Allon - Computers and Software: Allow v
IM: Allow v Education: Alow -
News: Allow v Entertainment: Alow v
Parnanranhue Rlnsl & Cavarnmant: Allauas = s
Permission: Allowed y
. ~ Cancel
® "
Bitdefender Gypeniow

HinEm
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GrawtyZone thiZit R R EBEZEA virtual appliance - TTHEHZEER FEEAIIRELE.
1778538538 AY Linux hRZAs (Ubuntu 16.04)

The GravityZone appliance oJLUETT —{@, Z{& sk =& LI TRVAE:
- Database(& i} )

- Update Server(4F{= 15 & # AR #%)

« Web Server (Web Console &2 H)

« Communication Server (it 228 @B RTE)

GravityZone i EZEEKZVEIZ—EBE.
RIFZRBRIA/NEL GravityZone 873, & TILUET—(EZIZ2{E GravityZone appliances.

Bitdefender: ——
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Security .
Cloud Security
Server

Zs 4t (Local) Scan &5 (Hybrid) Scan th 1 (Central) Scan
Bitdefender- e
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SECURITY SERVER
PATENTED TWO-LEVEL CACHING

Check / Update Two-level cachingB%iE S VM(virtual
Central Cache machine) ] SVA(security virtual
appliance) B B = BRI IR
SVAEWRBESRENXH—X - BMFEBEHIRE
2ZEVMs_Et 20Ut
Check / Update Check / Update SEABREBREREE - EmaEaE ">
Local Cache Local Cache CPU RAM I/Oiﬂ:l %ﬂ IZ“QE\EJZ
Local Cache i Local Cache

. Bitdefender- po—
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SECURITY FOR VIRTUALIZED ENVIRONMENTS
MULTIPLATFORM ARCHITECTURE (VMWARE)

GravityZone
Control Center

VY Rt VM VM VM
Security Server

HYPERVISOR

- I

Bitdefender:

BEST with Central Scan
Cyberview



SECURITY FOR VIRTUALIZED ENVIRONMENTS
MULTIPLATFORM ARCHITECTURE (NUTANIX, CITRIX)

DB Database
CS Communication Server
WS Web Server
us Update Server
SVA Scanning Virtual Appliance (Security Server)
D
anll

Bitdefender: ——
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SECU RITY FOR VIRTUALIZED ENVIRONMENTS
SEREEETE - AGENTEEHRE - [BIIX

| .
Nutanix Prism | NEW! & GravityZone
Control Center

4

Bitdefender
Global Protective
Network

FON=ONCONC W= ONCONCO
I
I ] w— — - ] —
VM 1 VM 2 VM 3 SVA VM 4 VM 5 VM 6
O O O O O O O
A ——— — — — — ——
o Nutanix Acropolis Hypervisor (AHV)
Public-Cloud laaS
Nutanix Cluster O BEST with Central Scan

Cyberview
N
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Bitdefender

(ravitylone

VWelcoms, Ashish

. & General Security Telemetry
Detals
GravityZone Cloud or On Prem s
@ . Event Push API or SIEM Connection Seftings
: ; Syslog Service X Setfings
. ot
= SIEM solusion:  Splunk (HTTP)
Local Datacenter ® Update
A Server URL: " ittps://192.168.207.12/sphunk
- - - - iiagene
E E E Secunty Tele‘nem" Token:* unnomo{
)
Policles 7 Antimalware L,
Communication between endpoints and SIENs
Enterprise Endpoints 4 ) Sandbox Analyzer
Q ﬂ [:] b o 2% Firevall Use the provy configured in the Ganerel > Sefings policy section
—_—) = Internet i
B2 NetworkProtection ¢ Qbitiany
Cloud Resources LR

‘ymﬂmm

@H’v

Roaming Endpoints

Bitdefender-

[ p——

Cyberview
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RAW DATASZ #£# = (CLOUDHhR) it i {5 F3 SIEM

Search

Bl NETWOR \@) PROCES B rie o3 REGISTR) - PELECTIONS TR 17:16:55 =

hostname command_line path data detection_name API

JRI path size key att&ck_technique_id event_id
P pid operation operation att&ck_technique event_name
mac size type actions_taken hostname
port user value exclusion_id
protocol
bytes
direction

.3( Investigate unusual cmd.exe spawning by other processes. xd‘w Processes whose names are confusingly similar to those of critical system processes are likely to be malicious

g Identify detected exploits that are potentially still active on endpoints
Q Identify payload masquerading as a legitimate Windows System Binary. MITRE TECHNIQUE
\‘_Q Search for obfuscated files or information using ATT&CK TTP ID.
\f( Search for traces of credential dumping using ATT&CK technique naming.

¢( Check for suspicious Remote Desktop Protocol (RDP) connections.

w\t( Identify instances of running command shells, which may indicate threat actor activity.

& Search for Possible Remote Access Tool (RAT) activity.

Bitdefender: ——
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e (—) : ZIEEAPI

API key <

Enabled APIs:

Companies API Reports API
Licensing API Accounts API
Packages API Incidents API
Network API Quarantine API
Integrations AP! Event Push Service API
Policies API
Cancel
Access URL: https://cloud.gravityzone.bitdefender.com/api
APl keys
(+) Add =) Delete Refresh
Key Created
17323539349bbd88912301a5798eaf64eac232e7827152 Thu Jan 14 2021 21:48:31 GMT+0800 (&1b4R2ERFRT)
Bitdefenauer Cyberview
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e () : SIEM

@ 5 Event Push API or
> : Syslog Service

Local Datacenter

EE

% e Enterprise Endpoints

Cloud Resources

@Rﬂrﬂ

Bitdefender-
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GravityZone Cloud or On Prem

¥

Internet

-  Bitdefender

Weloome Ach
=~ ’ 0ms, ASIIEN
(rawtylone Weicome, Ashish

5 & General : Security Telemetry
Detals
. SIEM Connection Settings
’ Setfings
I
Communication
= SIEM soluson;  Spiunk (HTTP)
® , U
At o Server URL: " itps://192.168.207.12/sphunk
Securiw Tdmv Token:* 1 seennnnneg
@ > |
ses () Antimalware ¢ b
Communication between endpoints and SIEMs
n ) Sandoox Analyzer
2
et N % Y
% Firewal + Use the proxy configured in the Ganerel > Setfings policy section

ODonolusepmxy

U2 NeworkPotecin ¢

J‘  Pach Marsgenert

Cyberview
N



HAaM (=) : 2FA (RFC6238) & AD (Eia, MR3%) & SSO(SAML)

Bitdefender

GravityZone

Two-factor authentication

Enter the six-digit code from Google Authenticator
New device?

Cancel

- ¥ Active Directory
- o8 Jocal
+ ¥ Computers and Groups

- 4§ Deleted

Bitdefender-

35

Configure single sign-on using SAML

For configuration details, refer to this KB article.

GravityZone SAML metadata URL:

identity provider metadata URL.:

B ALLEN-WANG Windows 7 Professional
ED ALVIN-CHENG Windows 7 Professional
ED AMOS-CHEN2 Windows 7 Professional
B AMY-CHANG Windows 7 Professional

192.168.1.207

192.168.2.154

192.168.1.26

192.168.1.155

https://gravityzone.bitdefender.com/sp/n

4 hours ago
Now
Now

Now

N/A

N/A

N/A

N/A

Cyberview
HRdEm
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THANK YOU!
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BERINBRER
o= REEREE I REMR

Rastore Emgty Quacantine . Refresh
Computer 1P File Threat Name Quarantived on * Action status Trojan.Agent.BBQL |
we13e 192168.15.435 o ISCVAZIB\sgplcation skt bkl GenVaientReny215296 31 fugunt 2020, 223642 Mene Gen:Variant Razy....
W13 142 16815 135 [ RG1-5-71436374065-1 5600 1 MS31-500)pk i GenVwient Kary 215296 31 fuqust 200, 223656 None
WS-138 192 36815135 o i\ phot Gen:Varant Razy. 215295 31 August 2020, 22:36:46 Moo Heur.BZC Pantera....
SGERC 152.368.45.137 c Instal_vi0.20 Pk InsoifKMEpica_sep v Apicabon HckooLXMSAR 31 Agist 2020, 22:36:11  Nene
Application.Hackt...
w5138 192.168.45.135 D CELEATR GVt Ray21595 31 Agust 2020, 223437 None
WS-138 192 168.15.135 D RS DSOSkl GenValenRan21525 31 Mqust202, 223418 Nooe
Application.wWpaKi...
w138 192 368.15.135 ST 2Kpk.al GenVaentRezy 215295 31 Agust 2020, 223304 Nane
WS-138 16216815.135 RO TS (DR AR R4 pedt Gen:VnentRazy. 215296 31 Augunt 2020, 22:32:44  None
Application.DealA...
Ws-138 162168 15,135 SRR SRS (DINEDOBR A XK E 5L R Bkl Gen:VrantRazy.215295 31 Auqust 200, 223243 Nene
Ws-138 192.168.15,135 ARG (D]\WSESOMSLY2008) phdl GenVIrERtRazi215295 31 August 2020, 22:30:81
Gen:Heur.Codenox.1
WS-135 192168 15.135 o GonVwintRazy215295 31 Agust 2020, 223023 Sone
WS-13§ 192 168:45.135 HENH ST (D) \VielSon\SLYZ008 ek ot GenVarlantRaz21529% 31 Agust2020, 22:30:18  Nene o .
JSTrojan.JS.Agen...
We-138 192168.15.135 ISCV421B\ssplcationt bl GenVerentRezy215295 31 Aqust 2020, 22:26:46  Nene
WS-128 19236815.135 PEAT IS (D)\VOISKype.ol Gen:VorantRazy. 215296 31 Auqust 2020, 22:25:54  None .
s G y Al:Hakey.38465.EA...
WS-128 162 168.15.135 AR S (DPVOISCU B Type 8l GenVaremtRazy215296 31 Aagust207D, 22:25:54  None
WS-138 192.168.15.135 1 RS HREIY (DJ\WINVISTA_XP_2Kypt.of GemVrBntRazy.21595 31 Agust 2020, 22:26:43  None. Generic.Akela 532
Ws-139 192.168.15.135 ) SRR (DIVDISKMARNL o0l ConVarntRaz215295 31 Mgist202), 222436 None

0 50 100 150 200
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Xpcproxy
- Mac

Quarantine

B

APT321 5 © /8 _ 38 {50ceanLotus

Quarantine  History

Threat Name Date

«ram20v5r0000gn/T/com.microsoft. Outiook/Outiook Temp/nm[oWX6E].pdf VB:Trojan.Valyria.3153 Jul 20, 2020 at 16:44
r4m20v5r0000gn/T/com.microsoft. Qutiook/Outiook Temp/nm[0T17].pdf VB:Trojan.Valyria.3153 Jul 20, 2020 at 16:18
xr4m20v5r0000gn/T/com.microsoft. Outlook/Outlook Temp/nm[eWRu].... VB:Trojan.Valyria.3153 Jul 20, 2020 at 16:1¢
«r4m20v5r0000gn/T/com.microsoft. Outiook/Outiook Temp/nm[2BwX].pdf VB:Trojan.Valyria.3153 Jul 20, 2020 at 16:19
«r4m20v5r0000gn/T/com.microsoft. Outlook/Outlook Temp/nm[oHBW].... VB:Trojan.Valyria.3153 Jul 15, 2020 at 23:22
xrdm20v5r0000gn/T/com.microsoft. Outlook/Outlook Temp/nm[nBqRLpdf VB:Trojan.Valyria.3153 Jul 15, 2020 at 23:21

rdm20v5r0000gn/T/com.microsoft. Outiook/Outlook Temp/nm([lOjF].pdf  VB:Trojan.Valyria.3153 Jul 15, 2020 at 23:21
r4m20v5r0000gn/T/com.microsoft. Outiook/Outlook Temp/nm[AzFL].pdf VB:Trojan.Valyria.3153 Jul 15, 2020 at 23:20 8 8

PDF@|| PDFg| PDF@l| PDFa| | PDF@|| PDF@)| PDF
—_ < < < = < <

Restore | | Delete | Empty Number of ltems: 8
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Bitdefender

= GravityZone
Dashboard ¢ Back #- ‘ Date Status Incident Trigger Endpoint .:. _.']:
Blocked 03 Mar 2021, 19:52:00 Open v https/inice%2... I Graph Events
Executive Summary
Filters ) X
Incidents Endpoints
% Critical Path
Blocklist
Seah ! Endpoint 1 No. of Endpoints: 3 IRequesled Host: https:///nice%20ports%2C/Tri%6Eity.txt%2ebak? I
arcl
@ Pr
Custom Rules v ocess 1 Endpoint Number of requests First Accessed
Network § Domain 20 ” »
Patch Inventory «# Registry 21 6 10 February 2021, 00:15:10
Pack
Spses ® © o o | B | 2 03 March 2021, 00:54:20
Tasks
Search entities Q 4 10 February 2021, 00:15:10
Risk Management
Security Risks
Companies View
Policies
Assignment Rules
Reports First Page Page 1 of 1 Last Page 20 v 3 items
Ransomware Activity
® 00 0 ¢
Quarantine Navigator “
Companies " -

Custom Fields

Accounts

User Activity

»

Inice%20ports%2C/Tri%6Eity.txt...
Requested Host

ALERTS
DOMAIN DETECTED AS MALWARE BY ANALYSIS

() Exploit.PentestingTool HTTP.3 -

Attack Defi has dt d a potential
breach in your network, caused by system.

Detected By: Network Attack Defe...

Detected on: 03 Mar 2021, 00:54
Severity: High

INVESTIGATION

NETWORK ACTIVIT

3 endpoints  First Seen: 10 Feb 2021, 00:15
REMEDIATION

ACTIONS TAKEN

Process killed (auto)

EVENT

Add URL as exception |

We recommend you take the following steps to
mitigate this incident

Exploit. PentestingTool HTTP.3 -

1. Make sure all the endpoints in your network are
protected and update the security solution on all of

© 2021 SYSTEX CORPORATION. All rights reserved




Bitdefender

GravityZone

(=

Dashboard

Executive Summary
Incidents

Blocklist

Search

Custom Rules
Network

Patch Inventory

Packages

Tasks
Risk Management

Security Risks

Companies View
Policies

Assignment Rules
Reports

Ransomware Activity
Quarantine
Companies

Custom Fields

Accounts

User Activity

Back | #1681 Date Status
Blocked 03 Mar 2021, 19:52:00 Open v
All Alerts System events
03 Mar 2021, 00:54:20 Event name:
JERRYCHENS5F1-24 Exploit.PentestingTool. HTTP.3
192.168.8.117
{® Process B rile
Uri:
03 Mar 2021, 00:54:20 Event name:
JERRYCHENSF1-24 Exploit.PentestingTool HTTP.3
192.168.8.117

)
10 Process

B File

Pid:

Incident Trigger Endpoint ;:—. _:I: Y ié ® (@
https:/inice%2... ] Graph Events —
Event description:
Network Attack Defense has detected a potential breach in your network d by syst
Hide Details ~
255 Network o3 Registry Other
I hitps:///nice%20ports%2C/Tri%6Eity. txt%2ebak? |
Event description
Network Attack Defense has detected a potential breach in your network, caused by system.
Hide Details A
Aan Ypgicty Othe!
(1] Network ‘* Registry Other
4
Page 1 | off 100 - 2 items

(STEX CORPORATION. All rights res




=
Dashboard

Executive Summary
Incidents

Blocklist

Search

Custom Rules
Network

Patch Inventory

Packages

Tasks
Risk Management

Security Risks

Companies View
Policies

Assignment Rules

Reports

Quarantine
Companies
Custom Fields

Accounts

User Activity

Bitdefender

GravityZone

Back @ #777
Blocked

Filters

%2 Critical Path

Ransomware Activity

M Endpoint 1
@ Process 30

B Fie 8

% Domain 5

# Registry 5
® ® 0606 O

Search entities Q

Navigator

Date
03 Mar 2021,18:00:38

Status
Open v

Incident Trigger
bitsadmin.exe(...

©

bitsadmin.exe (2444)

Endpoint

]

wininit.exe (648)
w
services.exe (848)
® 00
+4 +5 45
svchost.exe (2140)

cmd.exe (14848)

+3

.
soe

Graph

2=

Events

»

bitsadmin.exe
Process Execution
ALERTS
PROCESS DETECTED AS MALWARE BY ANALYSIS

(1) Heur.BZC Leopard.10.10669288 —

Antimalware has detected the bitsadmin.exe
process during scanning, which executed a
suspicious command line.

Detected By: Fileless Attack Defense

Detected on: 03 Mar 2021, 18:00

Severity: High

@ BITSAdminFileTransfer +
@ BITSAdminUse +
INVESTIGATION

NETWORK PRESENCE

2 endpoints  First Seen: 04 Nov 2020, 15:00

® Sandbox Analysis completed

View Sandbox Analyzer Report
VirusTotal Google

REMEDIATION




= Bitdefender

GravityZone
Dashboard { Back #777 Date Status Incident Trigger Endpoint .’:. -
| Blocked 03 Mar 2021,18:00:38 Open v | bpitsadmin.exel.. _ Graph Events
Executive Summary
Filters
Incidents ¥ Critical Path O
1
Blocklist M Endpoint 1 I
Search ® Process 30
R File 8
Custom Rules s "4
& Domain 5 e
Network s
4 Registry 5 wininit.exe (648)
Patch Inventory
® 0 o0
Packages Search entities Q
Tasks ®
services.exe (848)
Risk Management
Security Risks
Companies View
® 00
Foies svchost.exe (2140) TR
Assignment Rules ]
Reports L7 '
@ L ® e
Ransomware Activity °
. cmd.exe (14848)
Quarantine Navigator I
Companies [ ; 1 '
Sustom Flelds e "\;ooooooooooooooooo
& = +3
Accounts bitsadmin.exe (2444)
User Activity { 37]

© 2021 SYSTEX CORPORATION. All rights reserved

»
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=

)

<

bitsadmin.exe
Process Execution

Add file as exception

We recommend you take the following steps to
mitigate this incident

Heur.BZC.Leopard.10.10669288 -

1. Make sure all the endpoints in your network are
protected and update the security solution on all of
them

2. Perform a network-wide full-system scan.

3. Check whether all operating systems in the
network are up-to-date with the latest security

Show moare

PROCESS INFO

=CUTION DETAILS

Process Name: bitsadmin.exe (ID:2...

Command Line: /TRANSFER "Threat...

User: NT AUTHORITY\SY...
Execution Time: 03
FILE INFO

Hash: SHA256 | MDS

Digitally Signed: No

Size: 207.5 KB

Path: c\windows\system...




=

GravityZane
Dashboard

Executive Summary
Incidents

Blocklist

Search

Custom Rules
Network

Patch Inventory

Packages

Tasks
Risk Management

Security Risks

Companies View
Policies

Assignment Rules
Reports

Ransomware Activity
Quarantine
Companies

Custom Fields

Accounts

User Activity

Bitdefender

Back ‘ @ #777
Blocked

All Alerts

03 Mar 2021, 18:00:20
507501N2
172.30.87.218

03 Mar 2021, 18:00:19
507501N2
172.30.87.218

03 Mar 2021, 18:00:19
507501N2
172.30.87.218

03 Mar 2021, 18:00:17
507501N2
172.30.87.218

03 Mar 2021, 18:00:17
507501N2
172.30.87.218

TEX CORPORATION. All rights reserved

Date
03 Mar 2021, 18:00:38

Status
Open v

System events

Event name:
ATC.Malicious

Incident Trigger
bitsadmin.exe...

3

Endpoint

Event description:

£34]

Graph Events

Advanced Threat Control has labeled cmd.exe as a potential threat to your system.

ATT&CK Technigques: Execution ~Comn]

Event name:
CertUtil Process Execution

ATT&CK Techniques: Defense Evasion

Event name:
Heur.BZC.Leopard.10.0DC6D056

Event name:

ATT&CK Techniques

Execution:
Command-Line Interface

Scripting

Defense Evasion:
BITS Jobs
Process Injection

Scripting

Persistence:
BITS Jobs

Privilege Escalation:
Process Injection

is a command-line utility that can be used to obtain certificate authority information and configure Certificate Services.

hg scanning, which executed a suspicious command line.

BITSAdminUse

BitsAdmin process executed.

ATT&CK Techniques: Defense Evasion -BITS Jobs ... show all

Event name:
BITSAdminFileTransfer

Event description

BitsAdmin was used to transfer a file.

ATT&CK Techniques: Execution -Command-Line Interface

More Detalls

More Details

More Detalls

More Details

More Details




s
dU

F XL

BitdefenderEAMITRE ATT&CKI¥

MlTRE ATT&CK Matrices Tactics ~ Techniques ~ Mitigations ~ Groups Software Resources ~ Blog &' Contribute Search Q
Execution < interrupting other networked applications. File transfer tasks are implemented as BITS jobs, which contain a queue of one or more file Tactics: Defense Evasion, Persistence
) operations. Platforms: Windows
Persistence n e g
Account Manipulation G The interface to create and manage BITS jobs is accessible through PowerShell 21 and the BITSAdmin tool. ¥ Permissions Required: Administrator, SYSTEM, User
Data Sources: Packet capture, Process command-line
BITS Jobs Adversaries may abuse BITS to download, execute, and even clean up after running malicious code. BITS tasks are self-contained in the BITS parameters, Process monitoring, Windows event logs
Boot or Logon Autostart & job database, without new files or registry modifications, and often permitted by host firewalls. 1l 151 €] BITS enabled execution may also enable Defense Bypassed: Firewall, Host forensic analysis
Execution persistence by creating long-standing jobs (the default maximum lifetime is 90 days and extendable) or invoking an arbitrary program when a Contributors: Red Canary; Ricardo Dias
corzgey = job completes or errors (including after system reboots). 71 [ )
Boot or Logon Initialization v Version: 1.1
Scripts BITS upload functionalities can also be used to perform Exfiltration Over Alternative Protocol. 4 Created: 18 April 2018
Browser Extensions Last Modified: 25 March 2020
Compromise Client Software
Binary Version Permalink
Create Account v
Procedure Examples
Create or Modify System v
Process Name Description
Event Triggered Execution v APT41 APT41 used BITSAdmin to download and install payloads.®)
External Remote Services
BITSAdmin BITSAdmin can be used to create BITS Jobs to launch a malicious process.®!
Hijack Execution Flow v
Implant Container Image Cobalt Strike Cobalt Strike can download a hosted "beacon’ payload using BITSAdmin.!""
Office Application Startup L JPIN A JPIN variant downloads the backdoor payload via the BITS service.[]
Pre-OS Boot v
Leviathan Leviathan has used BITSAdmin to download additional tools.|?!
Scheduled Task/Job v
Server Software v Patchwork Patchwork has used BITS jobs to download malicious payloads."®!
Component
Traffic Signaling o UBoatRAT UBoatRAT takes advantage of the /SetNotifyCmdLine option in BITSAdmin to ensure it stays running on a system to maintain persistence.!”)
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pr Bitdefender
= GravityZone
Dashboard ¢ Back #33 | Date Status Incldent Trigger Endpoint .z‘ .'I: iz) % (@)
Blocked 22 Feb 2027,092816 | Open v promptoniyno _ Graph Events
Executive Summary

Y »
Incidents g Endpoint

Blockist @ & REHIA'IION "

Search

HP440G4 R
Custom Rules -

Network

Isolate host
Patch Inventory °
| Remote connection
Packages

Tasks DEVICE INFO
ENDPOINT DETAILS
Risk Management =) FQDN: hp440g4
Socurity Risks < APz 192.168.2.106
H
Companies View 0s: Windows 10 Pro
Policles Infrastructure: Computers and Groups
Assignment Rules ® * ¢ ® Group: Custom Groups
State: Orline
Reports
Las! seen: Online
Ransomware Activity
Active Policy: Direct Cloud Pollcy
Quarantine ® © © 000000 0000000 ® o o 00 View full endpoint details
+5 +5 +10
Companies £
Navigator
“H INFORA N
Custom Fields o
Patch Management license not avallabie
Accounts Last Checked: Never
LN @ 9099 OO OO
User Activity +14 +6 +21 Palch status. Unknown |
Sandbox Analyzer @ View endpoint patch status report

© 2021 SYSTEX CORPORATION. All rights reserved




Zl ¥ ERemote connection

Dashboard { Back Remote connection

Executive Summary Host name: HP440G4 ® Connected

Incidents Command name  Aliases Description

Blocklist
Search
Custom Rules
Network
Patch Inventory
Packages
Tasks
Risk Management
Security Risks
Companies View
Policies

Assignment Rules

Reports

Ransomware Activity

Quarantine

Companies
Custom Fields

Accounts

User Activity

Sandbox Analyzer

clear
help
1s
ps
cd
kill
rm

cls

dir

tasklist

del/delete

reg query -
reg add -
reg delete -

C:\ >

PID

ps

Name

[System Process]
System

Secure System
Registry
sSmss.exe
csrss.exe
wininit.exe
csrss.exe
winlogon.exe
services.exe
Lsalso.exe
1sass.exe
svchost.exe
WUDFHost . exe
svchost.exe
fontdrvhost.exe
fontdrvhost.exe
svchost.exe
svchost.exe

svchost.exe

© 2021 SYSTEX CORPORATION, All rights reserved.

Clears up the terminal window.

Displays the list of all available commands along with a short description.
Displays information about all files and folders from the specified directory.
Displays information about all running processes on the target endpoint.
Changes the working directory to the specified path.

Terminates a running process or application on the target endpoint.

Deletes files and folders from the target endpoint.

Returns the specified registry information (keys and values).

Creates a new registry key or value.

Deletes a registry key or its value.

C:\Windows\System32\smss.exe
C:\Windows\System32\csrss.exe
C:\Windows\System32\wininit.exe
C:\Windows\System32\csrss.exe
C:\Windows\System32\winlogon.exe
C:\Windows\System3Z\services.axe
:\Windows\System32\LsaIso.exe
:\Windows\System32\1sass.exe
:\Windows\System32\svchost.exe
:\Windows\System32\WUDFHost .exe
:\Windows\System32\svchost.exe

C
C
C
C
C
C

:\Windows\System32\fontdrvhost.exe
C:\Windows\System32\fontdrvhost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe

Description

Windows TEFERREES
BPIEERSATERRERRF

Windows BENEARE
BPIEERSATERRERS

Windows EAMARX

B RERs AR

Credential Guard & Key Guard
Local Security Authority Process
Windows Services RMIEHREEESF
Windows EBRAER - ERFRAEDERMERREEF
Windows Services MEHEEERF
Usermode Font Driver Host
Usermode Font Driver Host
Windows Services MEHIEERT
Windows Services MEHEERT
Windows Services MEHEEEREF

eryices G40 88T (%

Memory usage
(k8)
SYSTEM ()
SYSTEM 200
SYSTEM 184
SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

SYSTEM

LOCAL SERVICE

SYSTEM

UMFD-1

UMFD-@

NETWORK SERVICE

LOCAL SERVICE

Username
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